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SSLENngine On
SSLProxyEngine On

SSL CertificateFile conf/server.crt
SSLCertificateKeyFile conf/server.key
SSLProtocol +TLSv1 +SSLv3 -SSLv2

SSLCipherSuite RC4-SHA:RC4-MD5:AES256-SHA:AES128-
SHA:DES-CBC3-SHA:ISSLV2:IEXP

SSLOptions +StdEnvVars +ExportCertData

SSLSessionCache shm:ssl/ss|_scache(512000)
SSLSessionCacheTimeout 18000
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ProxyPass lappl http://10.1.200. 34:8899 /
ProxyPassReverse lappl http://10.1.200. 34:8899 /
ProxyPass | app2 http://10.1.200 .77:8080 /
ProxyPassReverse [ app2 http://10.1.200 .77:8080 /
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SSLCipherSuite RC4-SHA:RC4-MD5:AES256-SHA:AES128-
SHA:DES-CBC3-SHA:ISSLV2:IEXP
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ReplaceFilterDefine myproxyl Caselgnore

ReplacePattern myproxyl "glocken.hacking-lab.com" "1 92.168.200.130"
ReplacePattern myproxyl "https" "http"
HeaderReplacePattern myproxyl Location "glocken.hack ing-lab.com" "192.168.200.130"

HeaderReplacePattern myproxyl Location "https" "http
HeaderReplacePattern myproxyl Set-Cookie "Secure" ™"
SetOutputFilter myproxyl
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LoadModule security2 _module modules/ mod_security2.so
Basic configuration options
SecRuleEngine On
SecRequestBodyAccess On
SecResponseBodyAccess Off

Include conf/modsecurity2/*.conf

51 A5

SecDefaultAction
"phase:2,log,deny,status:403,t:lowercase,t:replac
eNulls,t:compressWhitespace"
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LogFormat "%h %l %u %t \"%r\" %>s %b" common

/1 ; ‘N | N’ >

LogFormat "  %f{forensic-id}n %h %I %u %t \"%r\" %>s %b" common

ForensicLog logs/forensic.log

"1 *I NA 899671 8' + 'K
RequestHeader append UNIQUE_ID "%{UNIQUE_ID}e"



/ 6 ?D /11 1

1 A $1
SYq7yX8AAQEAAGO(qIlicAAAAA 192.168.200.10 - -

[05/Feb/2009:11:13:29 +0100] "GET
/webapp/but/EchoRequest HTTP/1.1" 404 329

*I A5 $1

grep SYq7yX8AAQEAAGO(qlicAAAAA forensic.log

+SYq7yX8AAQEAAGOQIicAAAAAGET /webapp/but/EchoRequest

HTTP/1.1|Host:192.168.200.130|User-Agent:Mozilla/5. 0 (Windows; U; Windows NT 5.1;
en-US; rv%3al.8.0.4) Gecko/20060508

Firefox/1.5.0.4|Accept:text/xml,application/xml,app lication/xhtml+xml,text/html;q=
0.9,text/plain;q=0.8,image/png,*/*;q=0.5|Accept-Lan guage:en-us,en;q=0.5|Accept-
Encoding:gzip,deflate|Accept-Charset:ISO-8859-1, utf -8;0=0.7,*;0=0.7|Keep-

Alive:300|Connection:keep-
alive| Cookie : MOD_BUT=wCUN+1DgcvG7qgDM+KI+9Y XveU+5bwy{Bache-Control:max-age=0

-SYq7yX8AAQEAAGOQIicAAAAA
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LOGON=0k
MOD_ BUT_USERNAME=<$user>
MOD_BUT_AUTH_STRENGTH=0,1,2
MOD_BUT_SERVICE_ LIST=regexp
MOD_BUT_ BACKEND_SESSION bname=a; bvalue=b; bclearan ce=c;
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Set-Cookie: LOGON=0k

Set-Cookie: MOD_BUT USERNAME=%username
Set-Cookie: MOD BUT_SERVICE_LIST=("/12001(.*))
Set-Cookie: MOD_BUT_AUTH_STRENGTH=0,1,2
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GET

https://web.server.com/home/MDNCIGBPCEDDNKBMMOCNGDLHBEOJJE
MCHJOIAODKJPNOPOEPOBJONBPFCFCNBOEIPICACIPNAKIIKLFMEIM
EGBFGFGMIBDLEIped4PixkUbKsXFBnb6YodmYPJyK66k1Ochx|rr6+Zaziy20
FxB+Sz1hUm8OchL/IREKVKVZzZINKSRuiig7sh7jwl4y2xFNItX98GQFYkGq7fb

HtzBKtOCQtQOAVIT1pJIP1lI+xG5baW/3zx/luHD9dpJ410J920N9wa5gcs8JXQ
7IkcG2HsVS8EIPKbt7wFR2h HTTP/1.1
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GET /dyn/req?

call=foo

&arg=Dbar

///O//>

HTTP/1.1



* D 89966 96

///O//>

>

POST /dyn/req HTTP/1.1
Content-Type: application/ X-www-form-urlencoded

call=foo &arg=bar
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POST /dyn/req HTTP/1.1
Content-Type: text/xml

<?xml version="1.0" encoding="utf-8"?>
<request connectionld="cxooigM">
<call type=" foo ">
<argument name="bar ">true </argument >
</call >
</request >
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>

POST /dyn/req HTTP/1.1
Content-Type: application/soap-xmi

<?xml version="1.0" encoding="utf-8"?>
<Envelope xmins="http://schemas.xmlsoap.org
/soap/envelope">

<Body>

</Body >
</Envelope >
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HTTP/1.1 200 OK
Content-Type: text/xml

<?xml version="1.0" encoding="utf-8"?>
<response >
<result type=" login ">
<status >false< /status >
<msg>Username or password invalid.<
<[result >
</response >

Q)

/msg >
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HTTP/1.1 200 OK
Content-Type: text/javascript

LibJs.user="nobody’;
LibJs.groups=['member’,'nobody','wnc5Xnh'];
SL(kYP64i"). render([$E('h1' {className:
'‘Compiled',attributes:{},children:[$T(LibJ
s.Compiler.fromAscii('Hello world!"))] ...

LibJs.Server._ _onComplete(1664);



///0//>

-

HTTP/1.1 200 OK
Content-Type: text/x-json

{"menu": {
"id": "file",
"popup”: {
"menuitem"; |
{"value™: "New", "onclick": "NewDoc()"},
{"value": "Open", "onclick": "OpenDoc()"},
{"value": "Close", "onclick": "CloseDoc()"}

133



HTTP/1.1 200 OK
Content-Type: text/x-gwt

{OK}['53723","84268","78357","27843"]

Q)
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cp mod_replace.c ./httpd-2.2.10/modules/filters

"5 1 $J '$$ I I5 51%$F
APACHE_MODULE(replace, replace filter module, , , m ost)

1 \68N7 ' L 5M
cd ./httpd-2.2.10/
autoconf

+5 C
cd ./httpd-2.2.10/
Jconfigure —help | grep replace



‘N
cd ./httpd-2.2.10/
Jconfigure \
--prefix=/opt/applic/http-2.2.10 \
--enable-so \
--enable-ssl \
--enable-proxy \
--enable-rewrite \
--enable-substitute \
--enable-replace \
--enable-headers \
--enable-unique-id \
--enable-log-forensic \
--enable-expire \
--enable-replace



